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Abstract— Covert channels may be used to ensure protection
of information during legal transfers, as well as for illegal and
secret transfer of official and commercial secrets, confidential
and individual data, and state secret with the purpose of sharing
necessary information to commit a crime.

Therefore, the problem of transferring hidden information to
create covert channels over WhatsApp has been studied in the
article, and the possibilities of using different graphic file
formats, as well as using existing stenographic software
developed for Windows and Android operating systems have
been investigated.

Index Terms— steganography, secret channel, Whatsapp,
steganocontainer, steganographical program

I. INTRODUCTION

Currently, Internet network and its capabilities are widely
used in the world for the purpose of information exchange.
Internet network provides equal opportunities for all people
and organizations using its services, including criminal and
terrorist groups and individuals. Advanced
telecommunications systems, computer and information
networks, including Internet are used as a tool for information
struggle, confrontation and war, as well as cybercrime and
cyberterrorism along with being used in service activities by
individuals, politicians, businessmen, state, private and
religious organizations, criminal and terror groups and special
services of rival (enemy) countries [1, 2].

One of the opportunities provided by Internet is creation and
use of covert channel. During exchange via such channels,
information is not only transferred from one place to another,
but the fact of transfer together with sender and receiver can
be maintained confidential.

It should be noted that interest in stenographic technology can
be related to several factors based on its privacy principles.
Some examples of such factors are listed below [3-10]:

o Implementation of hidden information exchange (legal or
illegal);

e Spying on political, technical, military and other types of
secrets;

e Serving for criminal,
structures;

¢ Providing group members with instructions, guidance and
other information for managing criminal activities;

e Passing the individual, official and commercial secrets to
the rivals;

terrorist and other unlawful
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e Creating secret archives;

e Creating secret systems to manage important systems
which cannot be monitored by radio and electronic
surveillance;

e Protecting copyrights on electronic products;

¢ Avoiding illegal reproduction and trade of electronic
products.

Such stenographic channels can be implemented through
service and technologies such as internet e-mail, Web pages,
network protocols, social networks, cloud technologies etc.
This article studies the methods of creating covert channels
for hidden information transfer over WhatsApp.

It is clear that transmitter, receiver and communication
channels are required for creation of channel. Such channels
may be open or protected. Covert channels are implemented
on existing open and protected channels. Covert channels can
be created on any open or protected channel. To do this,
acontainer capable of carrying hidden information is required
along with open or protected channel. Information placed in
container and transferred via covert channels is called
steganogram [7,8,11,12]. Any file, image, graphic design,
audio-video file, electronic mail, message, web-page, user
profile, text fragments etc. can act as a container [13].

As a covert channel, protocols such as TCP/IP protocols
[14-17], VOIP protocol [18-23], HTTP protocol [24-26],
cloud technology [27-31], Skype [32-34] and social networks
[35-38] may be used.

Experiments have been carried out on Facebook, Twitter,
Google+, Instagram and other social networks in order to
create covert channel for hidden information transfer [34-38].
In addition to aforementioned social networks, WhatsApp
instant messenger for mobile phones may also be used for
creation of covert channel. Despite created relatively later (in
2009), WhatsApp has been able to attract wide range of
customers within a short time. Currently, millions of people
widely use this service to communicate, transfer image, voice
and video or call online.

As mentioned earlier, digital objects (file, image, graphic
design, audio, video, Web-page, text etc.) and their transfer
via internet may be used to create covert channels for data
transfer. That is, any hidden information may be placed
(embedded) in an image or graphics and it can be sent using
WhatsApp without causing any suspicion.

During this process, file formats of the files transferred via
WhatsApp may be subject to change leading to damage or
loss of the hidden data embedded in the file. Therefore we
have studied format of the files which can be used as a
container during transfer of such files via WhatsApp, and
investigated whether transferred files have been modified
and/or data loss has happened inside the file.
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Il. METHODOLOGY

During experiment, exchange of image files containing
information has been carried out via WhatsApp. Toshiba
Satellite L655-S5061 model laptop and Samsung Galaxy J1
Ace SM-J110H/DS White 4GB 3G smartphone, as well as
Dell Latitude E6420 model laptop and LG-K350Z
smartphone have been wused as technical platform.
Experiments have been carried out in Windows and Android
operating systems, and steganographic software developed
for these operating systems have been used.

During experiments, performances of S-Tools, Stegan PEG,
Open Stego, Quick Stego, JP Hide and Seek, Image
Steganography, DeEgger Embedder, Hide N Send, SilentEye
and Invisible Secrets 4 steganographic software in Windows
operating system and Secret Tigings, Stegais, Secret Image,
Steganogropia, Hidden Secrets, Pocket Stego, Photo Hidden,
IMessAGE, VIP Secret, Stegos, Monalisa and Steg APP
steganographic software in Android operating system have
been investigated.

These software are selected among other steganographic
software for being free, simple and most commonly used.
Along with different format image files (GIF, BMP, PNG,
JPEG etc), they also support audio (WAV, MP3) files, even
(Invisible Secrets 4 steganographic software) web page
(HTML) as container. Moreover, secret data sent may be text,
image, video file or simple message. Most of the
aforementioned software are also capable of encrypting
hidden information.

Steganographic software and password are agreed upon
between the parties prior to information exchange process.
Sender inserts the secret information to previously selected
image by using steganographic software. Once the
steganocontainer is ready, it is sent via WhatsApp to
recipient. Recipient restores the hidden information through
the image she has received via WhatsApp by using the
previously agreed upon steganographic software and
password.

In this article, we use Stegais software for Android as an
example in the experiment to provide a clearerexplanation of
information exchange. It should be noted that information
hidden in this software can be sent as text or voice. The sender
should use the Text button if the information is sent in the text
format or Voice button if sent in the voice format. Information
exchange has been carried out in both format and the result of
the experiment was successful.

Text button is selected in the first page of the software. After
typing the message “See you tomorrow morning at 9.”,
previously determined image from the memory of phone is
selected as container via Choose Image button. Then, Hidden
button performs the hiding operation. Once the hiding is
completed, it is sent to recipient via Send as eMail. The
process of preparation of the steganocontainer is reflected in
the Figures 1 and 2.

Steganocontainer received by the recipient in WhatsApp
address is opened via Stegais software. Another window is
opened by clicking the button Reveal the Message in the first
window, and Choose Image button is selected to download
the steganocontainer to the application. Information
embedded in steganocontainer, which is the message “See
you tomorrow morning at 97, is reflected via Reveal button.
Steganocontainer restoration process is reflected in Figure 3.

Hide Text Message

Stegais
Welcome to

STEGAIS

Iping

Please read important information about

Figure 1

Hide Text Message

Hide Text Message

Choose Image Take Photo

Type the message you want to hide.
See you tomorrow at 9.

See you tomorrow morning at 9.
Hide the message in selected image by tapping
on Hide button

The message was
hidden! Choose the
next action by tapping
the action button in the
bottom of the page

Hide the message in selected image by tapping
on Hide button

Send as eMail Save to Library

Welcome to

STEGAIS

Figure 3

Il. RESULTS

Experiment shows that images in gif, bmp, png and other
format transferred as container during exchange are received
by the recipient in the JPEG format. Therefore, it is
reasonable to use JPEG format images. It is revealed that
images of other format are altered and the data inside is lost
when sent via WhatsApp. Therefore only the images of JPEG
format and steganographic software supporting this format
have been used during experiment.

As stated above, experiments have been carried out by using
several steganographic software such as Stegan PEG, Open
Stego, Quick Stego, JP Hide and Seek, Image Steganography,
DeEgger Embedder, Hide N Send, SilentEye, Invisible
Secrets 4 in Windows and Secret Tigings, Stegais, Secret
Image, Steganogropia, Hidden Secrets, Pocket Stego, Photo
Hidden, IMessAGE, VIP Secret, Stegos, Monalisa, Steg APP
in Android. Several different image files in different formats
have been selected as containerin each of the aforementioned
software and various data has been embedded in each file.
The results throughout all tests have been identical.

Part of the experiment has been carried out in Toshiba
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Satellite L655-S5061 model Laptop as some software were
developed for Windows operating system, and WhatsApp
Web has been used in order to transfer via WhatsApp. To
process the steganocontainer, namely, to restore the hidden
information, data was sent from LG-K350Z smartphone to
Dell Latitude E6420 model laptop.

Experiment has been carried out at two different times. In
both experiments, it is observed that the steganocontainer
implemented through JPHS and SilentEye software for
Windows operating system using WhatsApp Web for
Windows 0.2.2732 and WhatsApp Messenger 2.16.371
versions reaches the recipient successfully without any
change or loss during information exchange. Another
important observation is that the sizes of steganocontainers do
not change during transfer.

However, further experiment revealed that data loss occurs in
steganocontainer during data exchange via WhatsApp Web
for Windows 0.2.4240 and WhatsApp Messenger 2.17.190
version. Both experiment results are reflected in the Table 1.

Table 1. Steganographic techniques supported on
WhatsAppforWindows

Successful
Successful ;
. Extraction
Extraction
Secret
Steganographic Secret Message Message
Format | WhatsApp Web
Tools For Used 02 2732 and WhatsApp
Windows . Web 0.2.4240
WhatsApp
and WhatsApp
Messenger
216371 Messenger
e 2.17.190
Stegan PEG JPEG No No
Open Stego JPEG No No
Quick Stego JPEG No No
JP Hide and Seek JPEG Yes No
TGS IPEG No No
Steganography
DeEgger
Embedder JPEG No No
Hide N Send JPEG No No
SilentEye JPEG Yes No
Invisible Secrets 4. JPEG No No

Experiments at both times revealed that no change with
respect to size of images has been detected during the
information exchange through steganocontainers
implemented via WhatsApp by Android’s Stegais and Stegos
software and data is successfully delivered to the recipient
without any change or loss. Results are reflected in the Table
2.

Table 2. Steganographic techniques supported on WhatsApp

forAndroid

Steganographic Format Used Successful
Tools For Android Extraction Secret

Message
Secret Tigings JPEG No
Stegais JPEG Yes
Secret Image JPEG No
Steganogropia JPEG No
Hidden Secrets JPEG No
Pocket Stego JPEG No
Photo Hidden JPEG No
IMessAGE JPEG No
VIP Secret JPEG No
Stegos JPEG Yes
Monalisa JPEG No
Steg APP JPEG No
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IV. CONCLUSION

Experiment shows that covert channels can be created by
embedding information in image files and using them as
container in WhatsApp. Based on the results of the
experiment, it becomes clear that covert channels cannot be
created in WhatsApp via software running on Windows
operating system. Covert channel can only be created through
Stegais and Steganos software running on Android operating
system. It is also known that image files (containers) should
only be JPEG format files.
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